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TRUST POLICY AND PROCEDURE FOR SAFE MANAGEMENT OF BOMB THREATS 

 
 

1. Introduction 
 

The Derby Teaching Hospitals NHS Foundation Trust recognises that the threat of a bomb being 
planted, or reported to have been, within the premises and grounds in today’s climate is possible. 
As an integral part of its responsibilities under the Health and Safety at Work Act 1974, the Trust 
accepts that as an essential component in its activities, staff should be aware of the actions to be 
undertaken in such an event. 

 
 

2. Purpose and Outcomes 
 

The Trust is committed to ensuring the safety and welfare of its employees and anyone else 
affected by its activities, so far as reasonably practicable. 

 
It is the duty of each employee to understand their potential role in such an event and they will be 
given information and advice so far as is practical to ensure safety from such a threat. The Trust’s 
fire management system, using duty Deputy NOF’s, the fire team and fire wardens, will be utilised 
to disseminate information and manage any potential situation. The main principles of this policy 
will be given to all staff, by the fire wardens, in the form of a procedure detailing key actions to be 
taken in the event of such an occurrence. 

 
Every employee will be encouraged to co-operate with the Trust to implement its policy. Each 
individual has the statutory responsibility to take reasonable care to ensure the safety of 
themselves and others in this respect. 

 
This policy will be regularly monitored to ensure that objectives are being achieved. It will be 
reviewed, and if necessary amended, in the light of organisational change or altered advice from 
the Police or Army Bomb Disposal Unit. 

 
 

3. Definitions 
 

NOF -  The Nominated Officer for Fire 
DNOF -  Deputy Nominated Officer for Fire 
Clinical Areas -  all areas that have patients within them e.g. wards, out patient 

clinics, Theatres, clinical support departments, etc. 
Non-Clinical Areas - offices, libraries, etc. and non-patient attended support 

departments, e.g. Histopathology. 

 
 
4. Key Responsibilities 

 

The Trust’s Chief Executive has the overall responsibility for safety within the Trust premises 
however all staff have a role to play. 
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4.1 Fire Safety Manager 
 

The Trust Fire Safety Manager (hereafter referred to as Nominated Officer for Fire - NOF), 
is responsible for the implementation of all relevant fire policy agreed strategy as 
determined by the Chief Executive and Board Member with responsibility for Fire. 

 

He/she is required to produce a quarterly report to the Board Member with responsibility for 
Fire including: 

 Progress on capital investment on fire precautions. 

 Staff training. 

 Fire risk assessments and fire drills. 

 Incident reports. 

 Development of local procedures. 

 
4.2 The Nominated Officer for Fire NOF 

 

 Supervise the effective day-to-day upkeep of the fire safety policy established for the 
premises. 

 Ensure that all staff participates regularly in fire safety training and drills. 

 Organise, monitor and attend major fire drills, and report on findings. 

 Be responsible for the co-ordination and direction of staff actions at during an incident. 

 Liaise with support departments and other areas which may be indirectly affected due 
to a Incident 

 Ensure an on-site presence of a Deputy Nominated Officer for Fire DNOF at all times. 

 Keep accurate records of all incidents. 

 Ensures a full report is forwarded to the NHS Director of Estates on the prescribed 
documents, in the event of a major incident. 

 
 

4.3 Deputy Nominated Officer for Fire (DNOF) 
 

Will assume the full duties of the DNOF in his/her absence, and is therefore required to be 
fully conversant with all fire safety and Bomb threat procedures and policies. He/she will 
also act as a Fire Warden in central areas, e.g. corridors. 

 
A rota will be produced for the DNOF, switchboard, and other interested parties, of which 
deputy is on duty over the full 24 hour period. 



Trust policy and procedure for safe management of bomb threats 
Facilities Management, Paul Brooks November 2016 Version 1 - 5 

 

The DNOF will, in the event of a Bomb incident: 
 

 Carry a fire bleep and radio, to enable communication with either the switchboard or  
fire team as necessary. 

 Respond to all bomb threats by attending and remaining at the nearest fire panel or 
designated rally point fire and would issuing instructions to the Fire Team, other staff, 
and visitors as appropriate. 

 Will wear a luminous tabard, obtained from the NOF Box sited at each fire panel, to 
enable easy identification, particularly by the public and unfamiliar staff. 

 Be familiar with location of extra extinguishers and specialised equipment, to aid the 
Fire Brigade if needed. 

 Ensure completion of the local Fire Incident Report Form. 
Decide at which point to advise the NOF and or other senior Trust staff, e.g. Clinical 
Liaison. 

 

4.4 All Staff 
 

 All staff are required to work with the Fire Team and Police in the event of a bomb 
threat or confirmation and evacuation being required. 

 They should avoid spreading alarm, by always referring to an ”Emergency Situation” 
rather than a bomb threat, when dealing with visitors and patients. 

 All staff should ensure precautions against the possibility of a bomb being planted are 
taken, including: 

 All doors and windows are closed and or locked (where appropriate) when the area is 
not in use. 

 Take particular note of “communal areas” which no one area has responsibility for, eg 
staircases, lifts etc. 

 Know their area intimately and report anything suspicious or out of place to security. 

 Challenge people who are in an area where they should not be, or phone security to do 
so. 

 maintain keen vigilance at all times. 

 

4.5 The Trust provides additional support by: 
 

 Intruder alarms and CCTV being provided in more vulnerable areas of the LRCH/RDH 
site’s as part of wider security issues. 

 Security staff patrol regularly looking for any suspicious persons or items within the 
Trust and around the grounds. 

 
 

All staff should be aware that a suspicious object is an item which may contain a device, 

which is out of place and which cannot be accounted for. Any suspicious package or box 

must be treated with extreme caution. 
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5. Communication of an Alert 

 
Communication is vital throughout the incident, and the duty Deputy NOF is responsible for its co- 
ordination. 

 
Radio links are provided between the duty Deputy NOF, the Fire Team and the switchboard. 
However once a suspect device has been located, those using hand held communications 
should immediately move away out of the immediate vicinity, at least 25  meters  and 
behind a hard cover. 

 
The office in the switchboard will be designated as the control point unless otherwise agreed with 
the Police and NOF. The duty Deputy NOF also has the responsibility of informing the NOF. Out  
of normal working hours the principle remains and if the NOF is unavailable, another senior Trust 
person should be contacted, in the following order: 

 
Executive Manager on call 
Director Of Patient Experience and Chief Nurse 
General Manager Facilities Management 
Deputy Director of Nursing 
Chief Executive 

 
In the event of the incident having a consequential effect on other areas of the hospital, the 
relevant General Manager / Head of Clinical Support Department should be advised by the duty 
Deputy NOF. The General Manager / Head of Clinical Support Department will then be  
responsible for alerting other members of his/her staff. 

 

In the event of a bomb threat or confirmed bomb, communication  is vital as the fire  
alarms may not be activated and therefore staff must be made aware of the potential 
danger in the area affected, at the same time panic should be avoided. 

 
5.1 Person receiving the call 

 
As the Trust now has direct dial facilities to many areas, it may NOT be the switchboard 
operator who takes the initial call advising of the placing of a bomb or the intention to do 
so. 

 
The phone call will be the only direct link with the suspicious caller, and our only chance  
to obtain vital information. Keep the caller talking as long as possible to obtain as much 
information as possible e.g.: 

 

 WHERE is it, where do we look? 

 WHEN will it go off? 

 WHAT does it look like? 

 WHY are you doing this? - motivation leading to: 

 WHO are you, where are you? 
 

The person receiving the call should also note down: 

 Time of the call 

 Any words the caller says are code words 

 The sex of the caller 

 Any accent 

 Any speech impediment 
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 Any background noises, e.g. traffic, children, factory sounds 

 Any idea of age of the caller 

 
KEEP THE LINE OPEN, IE DO NOT PUT THE PHONE DOWN AT THE END OF THE 

CALL, AS THE CALL MAY BE ABLE TO BE TRACED. (Ensure others nearby do not 

replace the handset). 
 

IF THE PERSON RECEIVING THE CALL IS NOT THE SWITCHBOARD OPERATOR, 
HE/SHE MUST IMMEDIATELY RING THE SWITCHBOARD OPERATOR BY DIALLING 

3333 - on another phone - WHO WILL INITIATE THE BOMB THREAT PROCEDURE. 

The person receiving the call should then go to the switchboard personally, to be  
available for the police to talk to directly. 

 

5.2 The person receiving a parcel bomb 
 

This could be any person within the Trust who opens mail, and not just the central 
mailroom. (Details of how to identify such a parcel are given at Appendix A). 

 

 Do NOT touch or move the object 

 Evacuate people from the immediate area, behind a set of fire retaining doors 

 Dial 3333 and inform the switchboard 

 Ensure no other persons enter the area until the fire team arrive at the scene. 

 
5.3 The person finding a suspicious package 

 
This could be any member of staff within the Trust. 

 

 Do NOT touch or move the object 

 Evacuate people from the immediate area, behind a set of fire retaining doors 

 Dial 3333 and inform the switchboard 

 Ensure no other persons enter the area until the fire team arrive at the scene 

 Report to switchboard to be interviewed by the police 

 
5.4 Switchboard Operator 

 
If the switchboard operator is the person receiving the call, he/she must follow those 
specific procedures above, completing the “Bomb Threat Information Sheet”. 

 

The switchboard operator will: 
 

 Alert the fire team by bleep saying ”Fire Team - report to switchboard”. DO NOT SAY 
BOMB THREAT as this will cause panic to anyone overhearing the message. 

 Give the duty Deputy NOF a full appraisal of the information as soon as he/she arrives, 
as he/she is in charge of the incident. 

 Phone the Police, Fire Brigade and Ambulance via 999, informing them of the 
information you have been given and asking them to attend the nominated rendezvous 
point (determined by the duty DNOF). 
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5.5 Fire Team Members 
 

They are identified by the red square on their Identification Badge they wear. 

 
For all incidents, the fire team security members will: 

 

 Carry a fire bleep and radio, to enable communication with either the switchboard or duty 
Deputy NOF as necessary 

 Report to switchboard for a full appraisal of the situation 

 Collect spare radios for use by emergency services if required 
 

a) in the event of a bomb threat  - location known: 
 

 Attend the nearest fire alarm panel to the area involved and report to the duty Deputy NOF 
there. 

 Secure the area 

 Undertake a search of the area, if directed to by the duty Deputy NOF or on the advice of the 
Police (See Appendix B re searching) 

 Assist in evacuation of the relevant area, in conjunction with the police, local fire warden and 
senior clinical staff where appropriate (See Appendix C re evacuation). 

 At all times work in co-operation with the emergency services 
 

b) in the event of a bomb threat - location unknown 
 

 Remain at the switchboard with the duty Deputy NOF. 
 

c) in the event of a parcel bomb 
 

 Attend the nearest fire alarm panel to the area involved and report to the duty Deputy NOF 

 Secure the area 

 DO NOT touch or move the parcel 

 If possible identify the package with a distinctive marker 

 Under the duty Deputy NOF’s instructions, evacuate the relevant area in conjunction with the 
fire wardens and clinical staff as appropriate (See Appendix C re evacuation) 

 At all times work in co-operation with the emergency services 
 

5.6 Fire Wardens 
 

The role of Fire Warden allows a systematic approach to training of new staff regarding bomb 
threats and monitoring of incidents, within a defined area. It is required that all areas will have  
such a person and deputy, identified and trained in the role. They are identified by the yellow 
square on their Identification Badge they wear. 

 
The role of the Fire Warden will include: 

 

 To act as a focal point for the duty Deputy NOF 

 Assist the fire team and Police as appropriate in the search and evacuation of the area  
involved. 

 
5.7 Record Keeping 

 
In the event of either a bomb threat or activation of such a device records must be maintained by 
all personnel involved, as investigations may be needed subsequently. The Fire Incident Report 
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Form must be completed in all instances. It will be the role of the NOF to collate all information 
after such an event. 

 
5.8 Principles of Evacuation 

 
Evacuation procedures are clearly divided into two areas within the Trust - patient and non patient 
areas. The signal to consider if evacuation is appropriate will come from the NOF or Police. 

 

 The decision to evacuate will be made by the duty Deputy NOF in consultation with the senior 
clinical person on duty (in patient areas), supported by the Fire Team members and Police. 

 Evacuation should normally be laterally behind a series of fire doors, and not out into the open 
air. 

 
6. Monitoring Compliance and Effectiveness 

 

The monitoring carried out by the security department is in the form of security patrols both intern 
 

In nter fraud secu 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

7. References 
 

 Trust Policy and Procedures for Maintaining a Safe Environment (Incorporating the 
Management of Threatening Behaviours in the Workplace)

 Home Office Guidance Document “Bombs – Protecting People and Property “ 1999
 

 NHSLA Risk Management Standards 2009/10
 

 The Criminal Justice & Immigration October 2008
 

 Public Order Act 1986
 

 Criminal Law Act 1967, Section 7

Monitoring aRdedqiutiiorenmtheentT:

rust securit yDaadivlyisvoirawPilal trreoclsei/vCeCreTgVular update from the NHS cou 

Monitoring Method: Visual during Patrols 
Presented as part of the Security 
KPI in the Facilities management PMS review 

Report Prepared by: Local Security Management Specialist 

Monitoring Report 
presented to: 

Facilities management PMS Meeting ( Monthly) 

Health and safety Committee ( Quarterly) 

Frequency of Report Monthly 
Quarterly 
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HOW TO IDENTIFY A PARCEL BOMB APPENDIX A 

 
Postal bombs may take many forms and may arrive in any shape, size, parcels or envelopes or padded 
“jiffybags”. They may explode when opened and sometimes before they are opened and are usually 
designed to kill or maim the person who is opening them. 

 
The tell tales signs are: 

 

 Grease marks on the envelope or wrapping 

 An unusual odour such as marzipan or machine oil 

 Visible wiring or tin foil, especially if the envelope or package is damaged 

 The envelope or package may feel very heavy for its size 

 The weight distribution may be uneven: the contents may be rigid in a flexible envelope 

 It may have excessive packing 

 There are too many stamps for the weight of the package 
 
On suspicion of finding a parcel bomb staff should: 

 

 Put it down gently and walk away from it 

 Evacuate the immediate area and raise the alarm by dialling 3333.  DO NOT at this stage break the  
fire alarm point as staff may evacuate past the bomb unwittingly 

 On no account place the package into anything eg water, or place anything on top of it 

 Await the arrival of the fire team 
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APPENDIX B 

PRINCIPLES OF SEARCHING 
 

Normally the Police will not search a building following receipt of a bomb threat because they do not   
know the layout of the buildings and are not aware of what should and should not be there. Consequently 
they will not easily be able to spot anything out of place. 

 
The objective of the search is to ensure the whole area is checked as quickly as possible, including 
outside where applicable in car park areas. 

 
The duty Deputy NOF will initiate a search, by the fire team, fire warden and local “residents”. 

 
Look for an unidentified object that: 

 Should not be there 

 Cannot be accounted for 

 Is out of place 
 
Where to search: 

 
A) If no location has been given 

 

 Those areas where the greatest numbers of public or staff are likely to be vulnerable 

 Those public areas to which a terrorist may have easy access 

 Remember car parks 
 
B) If the location is given: 

 

 Begin at the entrance to the area 
 

 Stand still and look around the room, note the contents and make a quick assessment of those 
areas which will need special attention. 

 Look for any unusual lights (including small lights sources known as LED’s which are often 
used in terrorist bombs). 

 Listen for any unusual sounds particularly ticking or whirring noises 

 If any thing unusual is seen alert the fire team, who will them advise the duty Deputy NOF by 
radio. If not continue the search. 

 

 Work methodically in three sweeps: 
 

 First - work around the edges of the room, looking at the full height of the walls, and the floor 
area immediately beneath the wall. Look in fireplaces, behind curtains and pelmets, behind  
and beside furniture around the edges of the room. It should finish at the doorway where it 
began. 

 Second - take in the furniture and the floor. Furniture should not be moved but drawers should 
be opened and searched, and gaps under furniture should be explored. If the floor covering 
shows signs of recent disturbance, it should be lifted. 

 Third - cover the ceiling 
 

 The fire team should be advised when an area is clear, for onward transmission to the duty Deputy 
NOF. 
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If a suspicious object is found: 

 
 DO NOT TOUCH OR MOVE IT 

 If possible leave a distinctive marker near (not touching) the device 

 Move away from the device 

 Inform the fire team, who will advise the duty Deputy NOF. 

 Evacuate the immediate area through a series of fire doors 

 
THE PERSON FINDING THE DEVICE WILL BE NEEDED FOR INTERVIEW BY THE POLICE. 
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APPENDIX C 
 
 

PRINCIPLES OF EVACUATION 
 

The decision to evacuate will normally be taken by the duty Deputy NOF after consultation with the 
Police. 

 
In exceptional circumstances, where for example the police have received specific information, they may 
themselves advise an evacuation overruling the duty Deputy NOF. 

 
Likewise the police may advise the premises are NOT evacuated if for example they have reason to 
believe that there may be a n explosive devise in the area to which evacuated people would congregate 
eg car park. 

 
If the decision is made to evacuate: 

 The area under suspicion will be secured by the fire team, so that no one can enter or cross through 
the area where the bomb is located 

 A fire team member will break the fire alarm point 

 All staff will evacuate using their nearest available exit - unless stopped by the fire team and redirected 
out another way to avoid crossing into the secured area 

 Staff should collect in their fire evacuation point, unless re-directed elsewhere by either the police, or 
duty Deputy NOF 

 Fire wardens in non clinical areas should ensure complete evacuation and report to the duty Deputy 
NOF at the fire panel 

 Fire wardens in clinical areas will assist the senior clinical person to move patients as necessary 
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BOMB (OR BOMB THREAT) GUIDELINES 
BOMB THREAT CALL RECORD APPENDIX D 

 

PRESS THE RECORD AND TRACE FUNCTION IF AVAILABLE ON A SWITCHBOARD. 

RECORD THE EXACT WORDING OF THREAT HERE: 

 
 
 
 

   

   
 
 

ASK THESE QUESTIONS 
 

1 Where is the bomb?   

2 When is it going to explode?   

3 What does it look like?   

4 What kind of bomb is it?   

5 What will cause it to explode?   

6 Did you place the bomb?   

7 Why?   

8 What is your name?   

9 What is your address?   

10 What is your telephone number?   

11 Is there more than one device?   

 

RECORD TIME CALL COMPLETED 

KEEP TELEPHONE LINE OPEN (even though call has disengaged) 

 

WHERE AUTOMATIC NUMBER REVEAL EQUIPMENT IS AVAILABLE RECORD NUMBER SHOWN 

 
 

 
CONTACT ON CALL MANAGER THROUGH 
SWITCHBOARD ON 01332 340131 

 

Name and telephone number of person informed and time 

 

CONTACT THE POLICE ON 999 
 

Time informed 
 

ACTIONS TO BE 

TAKEN ON 

RECEIPT OF A 

BOMB THREAT 
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THIS PART SHOULD BE COMPLETED ONCE THE CALLER HAS HUNG UP AND POLICE HAVE BEEN INFORMED 
 

Time and date of call 

Length of call 

Number at which call is received (that is, your extension number) 

 

ABOUT THE CALLER 
 

Sex of caller? Male  Female  


Nationality? Estimated Age 
 

 

 

 
THREAT LANGUAGE 

 

Well spoken  Irrational Taped 


Foul  Incoherent 



Message read by threat maker 

(If clear speaking, no pauses to think etc) 

CALLER’S VOICE 

 
 
 
 
 
 
 
 
 

If the voice sounded familiar who did it sound like? 

What accent? 
 

BACKGROUND SOUNDS 
 

Street noises  House noises  Motor 
Animal noises  Crockery  Static 
Clear  Voices  Music 
PA system  Booth    
Factory Machinery  Office Machinery    

 

Other (specify) 
 

Calm  Crying  Clearing throat 

Angry  Nasal  Slurred 

Excited  Stutter  Disguised 

Slow  Lisp  Accent 

Rapid  Deep  Familiar 

Laughter  Hoarse    

 


