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1. INTRODUCTION 

 

The Trust’s risk management arrangements are set out in this and supporting documents. The structures and 
processes they describe will ensure that: 

 

o The Trust Board is aware of significant risks and can allocate resources appropriately, in a prioritised 
way, to manage risk and ensure that it meets its objectives; 

o The risk of injury, damage or loss to patients, staff, visitors or the organisation is removed or, where 
this is not possible, managed in a way that minimises risk; 

o Staff understand and use the process for risk identification, assessment, reporting, reduction and 
management; 

o The approach to risk management is consistently applied; and all reasonable steps have been taken 
to manage them effectively and appropriately to protect the safety of staff, patients and visitors; 

o A safe environment is provided for the benefit of patients, staff and visitors by reducing and, where 
possible, eliminating the risk of loss or  harm; 

o The Trust meets its statutory requirements to comply with UK and European Health and Safety 
legislation in which risk assessment is required; 

o The Trust can comply with and demonstrate sound risk management practices; and 

o The Trust demonstrates compliance with the Essential Standards of Quality & Safety that are 
monitored by the Care Quality Commission registration requirements. 

 

2. SCOPE, PURPOSE AND OUTCOMES 

 

This document covers risk management arrangements and the assessment and management of risk for all 
the activities and services provided by the Trust. University Hospitals of Derby & Burton NHS Foundation 
Trust is committed to the coordinated and holistic management of all types of risk in order to: 

o Achieve its Strategic Objectives 

o Protect its assets and reputation 

o Comply with its statutory and NHS duties with regard to Risk Management 

o Safeguard its Staff and Patients 

o Improve Quality of Care 

 

The Trust aims to be pro-active in its approach to the management of risk and, through its strategic approach 
and the processes identified within this document, will endeavor to identify, control and, where possible, 
eliminate risk before incidents of actual loss or harm occur. Essential to this is engendering a culture where 
risk management becomes part of everyday practice and is a means to an end, not an end in itself. 

 

It is accepted that given the nature of the service provided by the NHS, some risks may never be totally 
eliminated. It is essential that NHS Trusts have in place good risk management systems and practices which 
eliminate risk wherever possible and reduce the impact of those risks which cannot be eliminated to an 
“acceptable‟ or “manageable‟ level. However, it is understood that risk is also about taking opportunities to 
maximise benefits. 

 

A key element of the risk management strategy is the Board’s assurance framework (BAF).  Assurance 
provides the evidence that risk is being controlled effectively and highlights where controls are ineffective. 
The BAF brings together all relevant information on the risks to the Board’s strategic objectives. 

 

The management of risk and delivery of compliance with statutory responsibilities will be achieved with 
leadership from the Board (as the overarching Governance Body) through a clear assurance framework 
based on 3 lines of defence as follows: 
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First Line of Defence – Functions that own and manage risk (ownership) 

 

The first line of defence is provided by front line staff and operational management through our Business 
Units, Divisional Management Teams and Corporate Functions where risks are identified owned and 
managed. Our operational and corporate management functions will be responsible and accountable for 
identifying, assessing, controlling and mitigating risks related to all elements of operational performance 
including quality, finance and performance. 

 

Second Line of Defence – Functions that oversee risk and compliance (control) 

 

The second line of defence is provided through our Risk Management Functions and Executive Management 
Team who will ensure that our risk management framework and Executive Committees and compliance 
functions support and ensure that all operational risks related to effectively delivering the business of the 
organisation are identified, managed and escalated to the relevant Board Sub Committees. 

 

Risks will be categorised under the Trust’s PRIDE objectives and as such each Executive Director will ensure 
that the risks related to the delivery of their individual PRIDE objective are actively managed through the 
Trust’s Governance systems. 

 

PRIDE 
Objective 

Types of risk Executive Lead 

P 

 

Patient Safety, Quality, Clinical 

 

Chief Nurse, Medical 
Director 

R Operational:  

- internal processes, compliance with targets 

Governance:  

- plans, priorities, decision making and performance 

Chief Operating Officer 

I 

 

Commercial, finance,  

Technology and Information Technology 

Director of Finance 

D 

 

People: 

- leadership and engagement, culture, behaviours,  

- capability and capacity, compliance with legislation 

Director of People & Culture 

E 

 

Strategic –Internal and system wide 

Partnerships 

Director of Strategy 

 

The Divisional & Corporate Risk Management teams will work collectively to; 

o monitor the effectiveness of the Trust’s risk management processes; 

o develop and assist risk owners; and 

o ensure that a clear escalation of key risks to service delivery is established through the relevant 
groups and committees and ultimately to Trust Board. 

 

The Third Line of Defence - Functions that provide independent scrutiny (assurance) 

 

The third line of defence is provided through the Committees of the Board to provide assurance to the Trust 
Board on all aspects of the business of the organisation, this includes the monitoring of all Board Assurance 
Framework (BAF) risks to ensure the Trust Delivery Group (TDG) is carrying out its key function of delivering 
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the Trust’s Strategic Objectives and effectively identifying, monitoring and reducing any risk related to the 
delivery of the Trust’s key operational and management functions. 

 

The Trust Audit Committee will have a specific role to oversee the Trust Risk Management Policy on behalf 
of the Trust Board in relation to the effectiveness of the organisation’s internal controls and risk management 
arrangements. It will ensure that each Committee of the Board undertakes regular “deep dives” into the Trust 
Risk Register and Board Assurance Framework risks. 

 

It applies to all those working in the Trust in whatever capacity (including contractors and those on honorary 
contracts). 

 

The Trust internal audit process, undertaken by independent audit experts, will support the Trust in providing 
independent assurance that the risk management process is functioning effectively. Internal audit is uniquely 
positioned to provide global assurance to the Audit Committee and senior management on the effectiveness 
of internal governance and risk processes. It is also well placed to fulfil an advisory role on the coordination 
of assurance, effective ways of improving existing processes and assisting management in implementing 
recommended improvements. 

 

This document is supported by a suite of national risk management documents and policies including: 

 

• The NHS Audit Committee Handbook (HFMA 2018) identifies the Board Assurance Framework as 

the key source of evidence that links strategic objectives to risks and assurances, and the main tool 
the Board should use in discharging its overall responsibility for internal control. The Board Assurance 
Framework (BAF) provides a structure and process that enables the Trust to focus on those risks that 
might compromise achieving its most important strategic  objectives. 

 

 The Orange Book Management of Risk – Principles and Concepts (HM Government 2020) 

provides guidance on ensuring that effective risk management is integrated into the way public sector 
organisations lead, direct, manage and operate their service. 

 

In addition there are a number of internal Trust policies that support the risk management function including: 

o The Trust Policy for Incident Reporting, Analysing, Investigating and Learning 

o Health and Safety Policies  

o Infection Control Policies 

o Safeguarding Policies 

o Budgetary Control Policy 

 

The three lines of defence work collectively to support the Trust Board, its Sub Committees and Executive 
Team to focus on delivering the Trust’s Strategic PRIDE Objectives and compliance with its statutory 
responsibilities. 

 

 

Line o 

 

 

 

 

Trust Board 

First Line of Defence Second Line of Defence Third line of Defence 

Operative Controls 

Direct control and 
monitoring by the 

Management Compliance 

Risk Management 

Controlling Internal Audits 

Risk Ownership Risk Control Risk Assurance 

Committees of the 

Board 



6 
 

 

 

3. KEY INDIVIDUAL RESPONSIBILITIES 

 

The Chief Executive Officer - is the accountable officer with the overall responsibility for risk management 
including Health and Safety. As such, the Chief Executive Officer must take assurance from the systems and 
processes for risk management and ensure that these meet statutory requirements and the requirements of 
the regulators. The Chief Executive Officer chairs the Trust Delivery Group meeting, which reports to the 
Board, and will sign the Annual Governance Statement in accordance with UHDBFT governance 
arrangements. He or she shall ensure that reporting mechanisms clearly demonstrate that the Chief 
Executive Officer is informed of all significant risk issues and that their responsibility for management can be 
fulfilled. The Chief Executive Officer will ensure, via the Executive Chief Nurse and Trust Secretary, robust 
oversight of all risk management processes and the production of reports on risk. 

 

Executive Chief Nurse - is the Board lead for Risk Management, Facilities Management and Estates, 

Patient Experience, Nursing Midwifery and Allied Health Professional practice, Infection Prevention and 
Control, End of Life and Safeguarding. He or she shares joint responsibility with the Executive Medical 
Director for the delivery of patient safety and the Trust Quality Strategy . He or she is accountable to the 
Chief Executive Officer for risks arising from these areas and the provision of a risk management system. He 
or she is responsible for the Trust’s incident reporting system, administration and maintenance of the Datix 
system, the production of incident reports and for the management and investigation of complaints. He or she 
will ensure the identification and management of risk and oversee progress against the Board Assurance 
Framework for his or her areas of responsibility. 

 

The Executive Chief Nurse is responsible for arrangements for incident investigation and the Human Tissue 
Act. He or she is the Board lead for Estates and Facilities, and will ensure that risks arising from activities 
related to Estates & Facilities Management are identified and managed, and coordinated to comply with 
relevant Fire & Safety legislation. 

 

Executive Medical Director – has Board level responsibility for the delivery of patient safety and the Quality 
Strategy with the Executive Chief Nurse. He or she is the Board lead for, Clinical Effectiveness, Clinical 
Audit, Information Technology, compliance with NICE Guidance, Education & Research, Medical Practice 
(including professional lead for pharmacists), Legal Services and Clinical Coding. He or she is accountable to 
the Chief Executive Officer for risks arising from these areas. He or she will ensure the identification and 
management of risk and oversee progress against the Board Assurance Framework for his or her areas of 
responsibility. 

 

He or she is the Caldicott Guardian. He or she shall ensure via the Associate Director of IM&T, that risks 
arising from activities related to information governance and Information Technology, are identified and 
managed, and co-ordinate compliance with related regulations.  

 

Executive Director of Finance – is the Board lead for Finance, Performance Monitoring and Contracting, 

NHSI Compliance, Estates and Capital Investment, Supplies and Procurement, Charitable Funds and 
Commercial Development. He or she shall ensure that activities are controlled and monitored through 
effective audit and accounting mechanisms that are open to public scrutiny and presented annually. He or 
she is accountable to the Chief Executive Officer for risks arising from these areas. He or she will ensure the 
identification and management of risk and oversee progress against the Board Assurance Framework for his 
or her areas of responsibility. 

 

He or she shall also fulfill the function of Senior Information Risk Officer (SIRO) and so be responsible for the 
Information Risk Policy, management of information risks and provision of leadership and training for 
Information Asset Owners. He or she will ensure the identification and management of risk and oversee 
progress against the Board Assurance Framework for his or her areas of responsibility. 
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Chief Operating Officer - is the Board lead for Operational Performance, Emergency Planning and 

Business Continuity, Clinical and Service Planning, Service Transformation, Space Utilisation and Private 
Patients’ Services. He or she is accountable to the Chief Executive Officer and has a specific responsibility 
for identifying, recording, advising on and coordinating actions around operational and performance risks.  He 
or she is accountable to the Chief Executive Officer for risks arising from these areas. He or she will ensure 
the identification and management of risk and oversee progress against the Board Assurance Framework for 
his or her areas of responsibility. 

 

Executive Director of People & Culture – is the Board lead for Workforce Development, Human Resource 

Management, Health and Safety, Organisational Development, Employee Services, Flexible Staffing and 
Trust Communications. He or she is accountable to the Chief Executive Officer for risks arising from these 
areas. He or she will ensure the identification and management of risk and oversee progress against the 
Board Assurance Framework for his or her areas of responsibility. 

 

The Trust Secretary– is the lead for Corporate Governance and is responsible for the production and 
maintenance of the high level committees terms of reference. He or she will ensure the identification and 
management of organisational risk and oversee progress against the Board Assurance Framework in its 
entirety. 

 

Chair of the Audit Committee - is responsible for keeping the Trust Board informed of any material matters 

which have come to the committee’s attention. He or she will provide the Board with an opinion letter about 
the proposed Annual Governance Statement, and report to the Board on the effectiveness of the risk 
management system. 

 

All Divisional Directors and Divisional Medical Directors are responsible for ensuring the identification, 

assessment, approval, response, reporting and review of all risks to the achievement of objectives and 
delivery of services in line with the requirements set out in this document. They shall, at all times, ensure 
compliance with health and safety policies and procedures and all relevant legislation and regulation. 

 

Divisional Directors of Nursing / Midwifery / AHPs are accountable to the Divisional Directors for: 

o Implementing the Risk Policy at Divisional level, through the documented Divisional and Business 
Unit structures; 

o Monitoring activity to provide assurance that local structures are effective and escalating issues as 
appropriate; 

o Ensuring the agreed risk management procedures, systems and processes are implemented, 
embedded and effective in the service for which they are accountable; and 

o Ensuring clinical risks; health and safety risks; emergency planning and business continuity risks, 
relevant project and operational risks are identified and managed. 

 

General Managers, Divisional Therapy Managers, Clinical Directors and Matrons are responsible for 
identifying, assessing, responding to, reporting and reviewing risks within their ward, department, or service. 
They will ensure risks are identified, evaluated, mitigated, escalated where necessary, reviewed, and 
updated according to the risk level. In addition, they will ensure that all their employees have an 
understanding of the risks to their service and at all times ensure compliance with health and safety policies 
and procedures and all relevant legislation and regulation. 

 

Clinical Governance Facilitators are accountable to the Divisional Directors of Nursing for: 

o Implementing the Risk Policy at Business Unit level, through the documented Divisional, Business 
Unit and departmental structures; and 

o Monitoring activity to provide assurance that local structures are effective and escalating issues as 
appropriate. 

 



8 
 

Director of Quality and Clinical Governance - is accountable to the Executive Chief Nurse. He or she is 
specifically responsible for providing systems to support the Trust’s risk management activities, including: 

o Maintaining connections and alignment with the wider governance, compliance and assurance 
agendas; and 

o Being responsible for ensuring lessons from incidents, complaints, audits and other reviews link to the 
Trust’s risk management process. 

 

Head of Clinical Governance and Risk – is accountable to the Director of Quality and Clinical 
Governance for. 

o Supporting the development of the risk management policy, procedure and guidance; 

o Co-coordinating the Trust’s Risk Management Database, working closely with the Divisions; 

o Acting as the senior management lead for the delivery and ongoing development of DATIX modules 
for risk management; 

o Ensuring that a comprehensive training programme covering risk and patient safety issues is 
developed, delivered and accessible to all levels of the organisation, meeting the Trust ’s legal 
obligations and the educational needs of the staff; 

o Maintaining the Trust’s Risk Management Database; 

o Maintaining the Incident Reporting System; 

o Analysing reported incidents and identifying trends; 

o Reporting of Serious Incidents to external agencies 

o Providing expert advice on the management of clinical risks and patient safety as required;  

o Providing clinical risk management training as required; and 

o Providing reports to the Trust’s Committees and sub-Committees. 

 

Lead Nurse - Patient Safety – is accountable to the Executive Chief Nurse for: 

o Ensuring organisational learning from Serious Patient Safety Incidents; 

o Working with colleagues / teams across the Trust to further improve and maintain reliable care 
delivery systems, thus ensuring harm reduction; 

o Co-coordinating activity to measure a range of patient safety metrics; 

o Providing reports on a range of patient safety outcomes; and 

o Providing patient safety training as required. 

 

Health & Safety Manager - is accountable to the Executive Director of People & Culture and is 
responsible for: 

o Development of the Health & Safety Strategy, Health & Safety policies, procedures and guidelines; 

o Leadership, co-ordination and overseeing compliance with Health & Safety legislation and 
regulations; 

o Providing expert advice to managers and staff on all aspects of Health and Safety management; 

o Providing advice and training on Health and Safety risks as required; 

o Providing training on risk management, Health and Safety as required; 

o Overseeing the management of non-clinical incidents; 

o Analysing reported incidents and identifying trends; 

o Reporting notifiable incidents to relevant external agencies or regulators as required; 

o Liaising with University Hospitals of Derby & Burton Foundation Trust’s Private Finance Initiative 
partners, service providers and enforcing authorities (for example Fire, Environmental Health, Health 
and Safety Executive); and 

o Ensuring compliance with Health and Safety policies, procedures and all relevant legislation and 
regulation. 
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Director of Patient Experience, Estates and FM– is accountable to the Executive Chief Nurse and is 
responsible for: 

o Line management of  the Security Manager, who is responsible for; 

o Undertaking appropriate risk assessments for the prevention and management of violence and 
aggression; 

o Implementing arrangements for ensuring the safety of lone workers; 

o Reporting violence and aggression incident trends, including identification of issues relating to 
patients’ clinical conditions; 

o Monitoring conflict resolution training compliance; 

o Applying warnings and exclusions;  

o Providing a summary of prosecutions resulting from violence and aggression; 

o Undertaking appropriate risk assessments regarding the physical security of premises and assets; 

o Providing an organisational overview of the risk assessments regarding the physical security of 
premises and assets; and 

o Identifying hotspots, incidents and associated recommendations and update on actions from the last 
review. 

 

Non-Executive Directors - The Non-Executive Directors have an important part to play in risk management. 

They are represented on and chair the Audit Committee, Quality and Performance Committee, Finance and 
Investment Committee and the People and Culture Committee. These committees provide reports to the 
Board on the suitability and effectiveness of the systems in place to manage risk. 

 

All Employees, partners and contractors have a responsibility to: 

o observe and comply with the policies and procedures of University Hospitals of Derby and Burton 
NHS Foundation Trust (UHDBFT); 

o take reasonable care for the health, safety and welfare of themselves and others; 

o co-operate on matters of risk management and health and safety; 

o participate in induction and all relevant mandatory training as defined by the Trust policies; 

o comply with the requirements of UHDBFT policy, procedure and approved guidance; 

o report all identified hazards and adverse incidents as per policy; and 

o Undertake reasonable actions as required to reduce or eliminate risks associated with identified 
hazards or adverse incidents. 

 

4. KEY ORGANISATIONAL RESPONSIBILITIES 

 

The organisational management of risk forms part of the Trust’s overall approach to governance. The key 
forums for the management of risk in the Trust are outlined below: 

 

Trust Board - Executive and Non-Executive Directors share responsibility for the success of the organisation 
including the effective management of risk and compliance with relevant legislation. 

They have a collective responsibility as a Board to: 

o protect the reputation of UHDBFT and everything of value; 

o provide leadership on the management of risk; 

o reduce, eliminate and exploit risk in order to increase resilience; 

o determine the nature and extent of the significant risks it is willing to take in achieving its strategic 
objectives; 

o agree and review the Trust’s risk appetite statement on a regular basis; and 

o review the Trust’s strategic objectives and ensure the BAF is fit for purpose, providing thorough 
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oversight of strategic risks.  

The Trust’s risk management structure is led by the Trust Board and supported by the following 
committees of the Board with a responsibility for risk management (see Appendix B): 

 

Audit Committee - reviews the establishment and maintenance of an effective system of internal control 

and risk management, including the Board Assurance Framework, and provides a co- coordinating role in 
the overall assurance process. This provides the Trust Board with a means of independent and objective 
review of internal control via: 

 financial systems; 

 the financial information used by the Trust; 

 controls assurance systems; 

 risk management systems; and 

 compliance with law, guidance and codes of conduct. 

 

Trust Delivery Group (TDG) – The TDG receive all risks that are scored as extreme and an escalation of 

specific risks from Risk & Compliance Group requiring a higher level decision regarding how they are 
managed / treated.  TDG will hold decision making responsibility in relation to extreme risks and will refer any 
risks to Board where a Board level decision is required. It also manages the risks recorded on the Board 
Assurance Framework (BAF) on behalf of the Board.  

 

Quality and Performance Committee (QC) –reviews the quality of standards of those services provided by 
the Trust. It receives and reviews reports on governance, quality improvement and patient experience.   

 

The Quality and Performance Committee will seek assurance from the Quality Improvement Group that all 
quality and performance risks (categorised under ‘P’ or ‘R’ of the Trust PRIDE objectives) are being actively 
managed and reviewed. The Committee will receive a report of all risks rated extreme, quality and 
performance related BAF risks plus any risks that exceed the level of risk appetite agreed by the Board for 
risks of this category. 

 

Finance & Investment Committee (F&IC) – oversees the identification, evaluation, response to and 
monitoring of performance and financial risk. 

 

The Finance and Investment Committee will seek assurance from the Finance Improvement Group that all 

financial risks (categorised under ‘I’ of the Trust PRIDE objectives) are actively managed and reviewed. The 
Committee will receive a report of all risks rated extreme, finance related BAF risks plus any risks that 
exceed the level of risk appetite agreed by the Board for risks of this category. 

 

People & Culture Committee (P&CC) - oversees the development and delivery of the workforce and 

organisational development strategies, providing support and assurance to the Trust Board that key 
workforce and performance issues are managed in accordance with the Trust’s strategic objectives.  

 

The People & Culture Committee will seek assurance from the People & Culture Improvement Group that all 

workforce and organisational development risks (categorised under ‘D’ of the Trust PRIDE objectives) are 
actively managed and reviewed. The Committee will receive a report of all risks rated extreme, workforce 
related BAF risks, plus any risks that exceed the level of risk appetite agreed by the Board for risks of this 
category. 

 

Other Committees and Groups: Specialist sub-committees and groups are responsible for specific types of 
risk and report to Trust Delivery Group through the governance structure. 

 

Risk related to the ‘E’ category of PRIDE – ensuring improvement through effective partnerships - are 
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managed and reviewed at the Planning Improvement and Partnerships Group and escalated to Trust 
Delivery Group.  There is no corresponding assurance committee. 

 

Divisional Governance Meetings (DGMs): Each of the four Clinical Divisions holds a Divisional 

Governance Meeting at which all divisional risks are owned, actively managed and reviewed on a regular 
basis. This group will ensure that all locally identified risks are entered on the register and appropriate 
controls and mitigations are identified. The DGMs play a significant role in the identification of risks, through 
use of data and intelligence such as external reviews, incidents and complaints. The Corporate Delivery 
Group plays the same role in relation to corporate risks, which are owned and managed by the relevant 
corporate department. 

 
Each Division is responsible for the identification and active management of its risks. Business Units are held 
to account by the Division for the formulation of controls and assurances to mitigate their risks. These should 
be subject to regular review and risks should be escalated through the governance structure if the score 
exceeds the risk appetite or the agreed decision making parameters (see 6.4) 

 

Risk and Compliance Group (R&CG):  provides a forum for Divisions to present risks for peer review and 
challenge and thus ensure Divisional risk management is robust and consistent. R&CG does not hold 
decision making powers but will support the Divisions in their risk management processes. 

 

5. RISK APPETITE 

 

University Hospitals of Derby and Burton NHS Foundation Trust (UHDBFT) aims to provide high quality, 
effective and safe care to its population. It recognises that its long term sustainability depends upon the 
delivery of its strategic objectives and its relationships with its patients, the public and strategic partners and 
stakeholders. 

 

The Board recognises risk is inherent in the provision of healthcare and its services, and therefore a defined 
approach is necessary to identify risk context, ensuring that the Trust understands and is aware of the risks 
it’s prepared to accept in the pursuit of the delivery of the Trust’s aims and objectives.  

 

The Trust’s Risk Appetite statement outlines the Board’s strategic approach to risk-taking by defining its 
boundaries and thresholds, thereby supporting delivery of the Trust’s Risk Management approach. It sets out 
the Board’s appetite for risk at a given time. It is a live and dynamic statement which may be subject to 
change over time. It is therefore reviewed by the Board at the beginning of each Confidential Board Meeting.  
The current risk appetite statement is accessible via the Trust’s website. 

 

As per the categorisation of risks at UHDBFT risk appetite is defined against the strategic PRIDE objectives. 

 

6. PROCESS FOR ASSESSMENT AND MANAGEMENT OF RISK 

 

(See summary of risk assessment management process at Appendix A) 

Risks required to be inputted onto the Risk Register will be assessed using the Trust ’s risk 
assessment tool or web-based risk assessment form (see Appendix B) as they arise. 

The tool includes: 

 Identification of risk (subject and type); 

 Link to the Trust’s strategic PRIDE objectives and therefore Executive lead and relevant governance 
committee and groups that will oversee the risk; 

 Identification of level of risk appetite according to PRIDE objective categories; 

 Consideration of effectiveness of current controls; 

 Assessment of consequence (for different risk types); 
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 Assessment of likelihood; 

 Severity of risk (indicating action and review timescales); 

 Action planning (including timescales and responsibility); 

 Predicted risk score after completion of actions; 

 Desired risk score based on appetite; and 

 Periodic re-assessment (according to severity of risk). 

 

Full guidance on completion of the tool can be found on the Trust’s website. 

 

Training is provided by the Corporate Risk Team for all staff managing risks and responsible for 
completing the Trust risk assessment tool, although it is not an essential requirement for completing risk 
assessments. 

 

6.1. The Risk Register 

Risk assessments (irrespective of grading) shall be entered onto the Datix risk register following sign off at 
Divisional or Corporate level, which will enable: 

 Prioritisation of all Trust risks; 

 Presentation by risk type, severity or theme; 

 Allocation of a risk appetite level; 

 Link with risk category (according to PRIDE) and associated BAF risks; 

 Review of implementation and rescoring by risk priority - Extreme - monthly, High - three monthly, 
Moderate - six monthly and Low – annually; 

 Management of completion of actions; 

 Management of risk reduction; and 

 Identification of new risks. 

The risk register can produce many different reports, from the full review of a particular risk assessment 
to a high level report indicating risk progression. 

 

6.2.  Board Assurance Framework (BAF) Risks  

The Board is responsible for management of the risk structure and has specific responsibility for the 
development of the BAF, including identification of any risks to the strategic objectives of the Trust.  On an 
annual basis the Board will review its strategic objectives, as set out in the relevant Strategy documents, the 
annual ‘Plan on a Page’ & True North goals, and identify any significant risks to the delivery of these 
objectives. Each BAF risk will be aligned to the relevant PRIDE objective and related risk appetite.  

The operational risks identified, and entered on the Risk Register, by the Divisions will align to the related 
PRIDE objective, BAF risk and risk appetite. 

BAF risks are reviewed at each of the relevant Improvement Groups as part of risk management reporting. 
Assurance is given to the relevant Board Sub-Committee as to how these risks are being managed. All BAF 
risks are reviewed by the Board on a monthly basis to ensure they reflect the current strategic risks to 
delivery of the Trust’s objectives and that appropriate controls and assurances are in place 

BAF risk are recorded on the Datix risk register, using a similar format to operational risks. 

 

6.3.   Addressing/Managing Risk 

In general there are four potential responses to address a risk once it has been identified and assessed: 
Tolerate, Treat, Transfer and Terminate (referred to as the ‘4 Ts’). The Trust will us the ‘4 Ts’ to address and 
manage risks at all levels of the organisation. 

 Tolerate  the risk: The risk may be considered manageable without the need for further mitigating 
action, for example if the risk is rated LOW or if the Trust’s ability to mitigate the risk is constrained 
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or if taking action is disproportionately costly. If the decision is to tolerate the risk, consideration 
should be given to develop and agree contingency arrangements for managing the consequences if 
the risk is realised. 

 Treat the risk: Incorporate checks within the process to identify and correct an error; Standardise 
processes; Prevent access to the hazard (e.g. by guarding equipment or the use of personal 
protective equipment); Organise work to reduce exposure to the hazard (e.g. rotating or training of 
staff); Identify contingences to compensate for system failure. 

 Transfer the risk: Risks may be transferred for example by conventional insurance or by sub- 
contracting a third party to take the risk. This option is particularly suited to mitigating financial risks 
or risks to assets. It is important to note that reputational risk cannot be fully transferred. 

 Terminate the risk: Cease to carry out a risky operation; Remove the risk by using alternative 
resources (people, equipment or materials or by moving to a new environment). 

 

6.4. Systematic Review of Risk Assessments 

The Risk Services Datix Administrator will provide access to a dashboard for Clinical Governance 
Facilitators and Corporate Leads identifying risk assessments due for review (according to severity). 
Clinical Governance Facilitators and Corporate Leads will ensure reviews and rescoring occur. 

 

6.5.    Management Responsibility and Management process for Different Levels of Risk 

Low, Moderate and High Risks are managed within the Divisions or Corporate areas. Extreme Risks 
and those with a consequence of ‘catastrophic’ may be managed within the Division or Corporate areas 
but will be subject to scrutiny from the relevant Improvement Group and assurance Committee to ensure 
adequate actions are taken and risk reduction occurs. 

 

Risks that are scored above the level of defined risk appetite for the particular category of risk will also 
be reported to the relevant group and committee. A clear plan of mitigating actions will be required to 
assure the Board that a score within the agreed appetite can be achieved. 

 

Risk Grade Decision to Accept Risk Level of Monitoring 

Low Business Unit Business Unit/Ward/Dept 

Moderate Business Unit Division 

High Divisional Management 
Team 

Division 

Extreme Trust Delivery Group Division/Risk and Compliance Committee/Trust 
DeliveryGroup/Trust Board 

 

 

7. DEFINITIONS USED 
 

Risk Assessment Application of an assessment tool to define the level of risk based on the 
likelihood and consequence of that risk occurring. 

Risk Appetite The amount of risk that the Trust is prepared to accept, tolerate, or be 
exposed to at any point in time. 

Risk Register A central database used to prioritise risks according to their assessment 
scores and provide a tracking mechanism for implementation of actions and 
risk reduction. 

Business Assurance 
Framework (BAF) 

A structured means of identifying and mapping the main sources 
of assurance in an organisation, and co-ordinating them to best effect. 
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Hazard A hazard is anything that may cause harm. 

Risk The effect of uncertainty on objectives, recognising threats and 
opportunities. 

Assessment of 
consequence 

Identification of the level of the impact. This can range from neglible to 
catastrophic. 

Assessment of Likelihood Identification of the level of probability of consequences occurring.  This 
Can range from rare to almost certain. 

 

8. MONITORING AND REVIEW 
 

The risks that are Extreme and those that have a consequence of catastrophic will be reviewed 
monthly by the Executive and Divisional Director who will report to Trust Delivery Group monthly and bi 
monthly to the appropriate committee of the board (this is in addition to the BAF reporting already in 
place). 
 

Key Control   Compliance Monitoring Frequency Person Responsible 

Committees reporting to the board 
undertaking their role in the risk 
management process – gain 
assurance that risks are being 
managed and reviewed through bi-
monthly reports from sub groups 

Review of effectiveness against 
terms of reference and 
compliance with this policy 

Annual Trust Secretary / Internal 
Audit 

Process for ensuring continual, 
systematic approach to all risk 
assessments is followed throughout 
the organisation  

Monthly reports provided to the 
Risk and Compliance Steering 
Group and presented by each 
of the Divisions 

Minutes of meetings 

Annual Head of Clinical 
Governance and Risk 
and 

Internal Audit 

Appropriate assignment of the 
management responsibility / 
escalation for different levels of risk 
within the organisation is carried out 

Internal Audit Review Annual Head of Clinical 
Governance and Risk / 
Internal Audit 

Sources of risk are comprehensive, 
internal and external (including, but 
not limited to, incident reports, risk 
assessment and Divisional and 
Trust level registers)  

 

Review of a sample of risks and 
risk registers from Datix 

Sample of Divisional 
Governance Board meeting 
minutes 

Sample of Risk and 
Compliance Steering Group 
meeting 

6 monthly Trust Secretary / Internal 
Audit 

Delivery and record of attendance 
of risk management awareness 
training to board members and 
senior managers, in line with the 
training needs analysis 

Trust Board – recorded in 
Board minutes / Non-
attendance will be documented 
via Company Secretary 

Annually Executive Chief Nurse 
and Trust Secretary 

Risk Management Training for Key 
staff – Clinical Governance 
Facilitators, Service Managers  

Review of training provided to 
an annual plan 

Review of attendance and 
follow- up of non-attendance 

3 yearly Head of Clinical 
Governance and Risk 
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Appendix A Summary of Risk Management Process 
 

 

 

Step 1: Identify 
the Risk

•Uncover, recognise and describe risks that might impact on service 
delivery. 

•Use incidents, complaints, claims, feedback, safety inspections, external 
review, service redesign, objectives, or other sources.

Step 2: Analyse 
the risk

•Determine the likelihood and consequence of each risk. 

•Understand  the nature of the risk and its potential to affect project  
service goals and objectives. 

Step 3: 
Evaluate or 

Rank the Risk

•Determine the risk magnitude, which is the combination of likelihood and 
consequence. 

•Decide whether the risk is acceptable or whether it is serious enough to 
warrant treatment.  What is the risk appetite for this type of risk?

•Agree best control strategy – Terminate / Manage/ Treat / Transfer.

•Describe each control.

Step 4: Treat 
the Risk

•Assess highest ranked risks and set out a plan to treat or modify these 
risks to achieve acceptable risk levels. 

•Minimise the probability of the negative risks as well as enhancing the 
opportunities. 

•Create risk mitigation strategies, preventive plans and contingency plans 
in this step. 

Step 5: Monitor 
and Review the 

risk

•Use Risk Register to monitor, track and review risks.

•Key outputs from the Risk Register are reported to relevant 
staff/committees or groups.



 

 

Appendix B Risk Assessment Tool 
 

UNIVERSITY HOSPITALS OF DERBY & BURTON NHS FOUNDATION TRUST 
RISK ASSESSMENT TOOL 

Division:  Site:  

Business Unit:  Ward/Department:  

Define the Risk: 

 

Domains/Descriptors 

(Circle as appropriate) 

Impact on Safety Quality Human resources Statutory duty Service Interruption 
 

Adverse publicity 
 

Objectives Environment Staffing Finance 

 
 

     
   

Link to Pride Objectives  (Chose only one) 

P Putting our patients and communities first 

R Right first time 

I Invest our resources wisely 

D Develop and nurture our colleagues 

E Ensure improvement through effective partnerships 
 

Summary of current control measures: 

Consider equipment, staffing, environment, policy / procedure, training, documentation, information (this list is 
not exhaustive) 

Acceptability of Controls  

 

LEVEL OF HARM/CONSEQUENCE 
See descriptors below 

LIKELIHOOD 

Insert domain/descriptor Catastrophic ALMOST CERTAIN 
Expected to occur at least daily 

 
>75% 

Insert domain/descriptor Major LIKELY 

Expected to occur at least 
weekly 

 
50-74% 

Insert domain/descriptor Moderate POSSIBLE 
Expected to occur at least 
monthly 

 
25-49% 

Insert domain/descriptor Minor UNLIKELY 
Expected to occur at least 
annually 

 
11-24% 



 

Insert domain/descriptor Negligible RARE 
Not expected to occur for years 

 
<10% 

 
 
 

NPSA Risk Matrix 5x5: - 

  
Consequence (see below descriptions) 

  
1 2 3 4 5 

L
ik

e
li

h
o

o
d

 S
c

o
re

 

 
Negligible Minor Moderate Major Catastrophic 

5 Almost Certain 5 10 15 20 25 

4 Likely 4 8 12 16 20 

3 Possible 3 6 9 12 15 

2 Unlikely 2 4 6 8 10 

1 Rare 1 2 3 4 5 

 
 

IDENTIFY THE LEVEL AT WHICH RISK WILL BE MANAGED 
 

E Extreme risk, immediate action required, 
reviewed within 1 month 

H High risk, action planned immediately, 
commenced within one month, reviewed within 
3 months 

M Moderate risk, action planned within one 
month, commenced within three months, 
reviewed within 6 month 

L Low risk, action planned within three months, 
reviewed within 1 year 

Action plan of further control measures required: 

Priority Action Person Responsible Date  
Started 

Date  
Completed 

     

     

     

     

     

Target Risk Assessment once all control 
measures are implemented 
NB see guidance notes if category 
remains E, H or M 

Level of Harm/ 
Consequence 

Likelihood Category  
(L, M, H, E) 

Predicted date 
to reach Target 
Score 

    

 

Date first review due: 
 

 

 

Risk Assessor Name Designation Date 
   

Manager Name Designation Date 
   

 

Is this an Agreed Managed Risk 
(delete as appropriate) 

Yes No 



 

 

Review 
Date 

Risk Evaluation Print 
Name& Signature 

Date of 
next review Level of 

Consequence 
Likelihood Category 

(E, H, M or L) 

      

      

      

      

Risk Assessment replaced 
Name Designation Date 

   

 
Consequence scores 

Choose the most appropriate domain for the identified risk from the left hand side of the table Then 
work along the columns in same row to assess the severity of the risk on the scale of 1 to 5 to 
determine the consequence score, which is the number given at the top of the column. 

 

 1 2 3 4 5 

Domains 
Negligible 

Minor Moderate Major Catastrophic 

Impact on the 

safety of 
patients, staff 
or public 

(physical/ 
psychological 
harm) 

Minimal injury 

requiring no/minimal 
intervention or 
treatment. 

 
No time off work 

Minor injury or 

illness, requiring 
minor intervention 

 

Requiring time off 
work for >3 days 

 

Increase in length of 
hospital stay by 1-3 

days 

Moderate injury 

requiring 
professional 
intervention 

 
Requiring time off 
work for 4-14 days 

 

Increase in length of 

hospital stay by 4-15 
days 

 

RIDDOR/agency 
reportable incident 

 

An event which 
impacts on a small 
number of patients 

Major injury leading 

to long-term 
incapacity/disability 

 

Requiring time off 
work for >14 days 

 

Increase in length of 
hospital stay by >15 

days 
 

Mismanagement of 

patient care with 
long-term effects 

Incident leading to 

death 
 

Multiple permanent 
injuries or 
irreversible health 

effects 
 

An event which 
impacts on a large 

number of patients 

Quality 

/complaints/ 
audit 

Peripheral element 

of treatment or 
service suboptimal 

 

Informal 
complaint/inquiry 

Overall treatment or 

service suboptimal 
 

Formal complaint 

(stage 1) 
 

Local resolution 
 

Single failure to meet 
internal standards 

 

Minor implications for 
patient safety if 

unresolved 
 

Reduced 

performance rating if 
unresolved 

Treatment or service 

has significantly 
reduced 
effectiveness 

 
Formal complaint 
(stage 2) complaint 

 

Local resolution (with 
potential to go to 
independent review) 

 
Repeated failure to 
meet internal 

standards 
 

Major patient safety 
implications if 
findings are not 

acted on 

Non-compliance with 

national standards 
with significant risk to 
patients if 

unresolved 
 

Multiple complaints/ 

independent review 
 

Low performance 

rating 
 

Critical report 

Totally unacceptable 

level or quality of 
treatment/service 

 

Gross failure of 
patient safety if 
findings not acted on 

 

Inquest/ombudsman 
inquiry 

 

Gross failure to meet 
national standards 



 

Human 

resources/ 
organisational 
development/ 

staffing/ 
competence 

Short-term low 

staffing level that 
temporarily reduces 
service quality (< 1 

day) 

Low staffing level 

that reduces the 
service quality 

Late delivery of key 

objective/ service 
due to lack of staff 

 

Unsafe staffing level 
or competence (>1 
day) 

 
Low staff morale 

 

Poor staff 

attendance for 
mandatory/key 
training 

Uncertain delivery of 

key objective/service 
due to lack of staff 

 

Unsafe staffing level 
or competence (>5 
days) 

 
Loss of key staff 
Very low staff morale 

No staff attending 
mandatory/ key 
training 

Non-delivery of key 

objective/service due 
to lack of staff 

 

Ongoing unsafe 
staffing levels or 
competence 

 
Loss of several key 
staff 

 

No staff attending 
mandatory training 
/key training on an 

ongoing basis 

Statutory duty/ 
inspections 

No or minimal impact 
or breech of 
guidance/ statutory 
duty 

Breech of statutory 
legislation 

 
Reduced 

performance rating if 
unresolved 

Single breech in 
statutory duty 

 
Challenging external 

recommendations/ 
improvement notice 

Enforcement action 
 

Multiple breeches in 
statutory duty 

 
Improvement notices 

 

Low performance 

rating 
 

Critical report 

Multiple breeches in 
statutory duty 

 
Prosecution 

 
Complete systems 
change required 

 
Zero performance 
rating 

     Severely critical 

report 

Adverse 
publicity/ 

reputation 

Rumours 
 

Potential for public 

concern 

Local media 
coverage – 

short-term reduction 
in public confidence 

 

Elements of public 
expectation not 
being met 

Local media 
coverage – 

long-term reduction 
in public confidence 

National media 
coverage with <3 

days service well 
below reasonable 
public expectation 

National media 
coverage with >3 

days service well 
below reasonable 
public expectation. 

MP concerned 
(questions in the 
House) 

 
Total loss of public 
confidence 

Business 
objectives/ 
projects 

Insignificant cost 
increase/ schedule 
slippage 

<5 per cent over 
project budget 

 

Schedule slippage 

5–10 per cent over 
project budget 

 

Schedule slippage 

Non-compliance with 
national 10–25 per 
cent over project 

budget 
 

Schedule slippage 

 
Key objectives not 
met 

Incident leading >25 
per cent over project 
budget 

 
Schedule slippage 

 

Key objectives not 

met 

Finance 
including 
claims 

Small loss Risk of 
claim remote 

Loss of 0.1–0.25 per 
cent of budget 

 

Claim less than 
£10,000 

Loss of 0.25–0.5 per 
cent of budget 

 

Claim(s) between 
£10,000 and 
£100,000 

Uncertain delivery of 
key objective/Loss of 
0.5–1.0 per cent of 

budget 
 

Claim(s) between 

£100,000 and £1 
million 

 

Purchasers failing to 
pay on time 

Non-delivery of key 
objective/ Loss of >1 
per cent of budget 

 
Failure to meet 
specification/ 

slippage 
 

Loss of contract / 

payment by results 
 

Claim(s) >£1 million 

Service/busine
ss interruption 
Environmental 

impact 

Loss/interruption of 
>1 hour 

 

Minimal or no impact 

on the environment 

Loss/interruption of 
>8 hours 

 

Minor impact on 

environment 

Loss/interruption of 
>1 day 

 

Moderate impact on 

environment 

Loss/interruption of 
>1 week 

 

Major impact on 

environment 

Permanent loss of 
service or facility 

 

Catastrophic impact 
on environment 



 

 
 

The Board has the overall ownership for the formulation and mitigation of risks that are included in the BAF it is supported through the  
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